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Identity

AWS Identity & Access
Management (IAM)

AWS Single Sign-On
AWS Directory Service
Amazon Cognito
AWS Organizations
AWS Secrets Manager

AWS Resource Access
Manager

AWS security solutions

&

Detective
control

AWS Security Hub
Amazon GuardDuty
AWS Config
AWS CloudTrail

Amazon
CloudWatch

VPC Flow Logs
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Infrastructure
security

AWS Systems Manager
AWS Shield

AWS WAF — Web
application firewall

AWS Firewall Manager
Amazon Inspector

Amazon Virtual Private
Cloud (VPC)

.

Data
protection

AWS Key Management
Service (KMS)

AWS CloudHSM

AWS Certificate Manager

Amazon Macie

Server-Side Encryption

Incident
response

AWS Config Rules
AWS Lambda

aws



Largest ecosystem
of security partners and solutions

Identity & Configuration Loggin
Infrastructure security y & vulnerability gging
access control . & monitoring
analysis
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AWS Cloud Computing
Security Overview

2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



— Security Is Job Zero

PEOPLE & PROCESS

SYSTEM

NETWORK

PHYSICAL

Familiar Security Validated and driven by Benefits
Model customers’ security experts all customers

aws
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Security Is a Shared Responsibility

Security expertise is a scarce resource; AWS oversees the big picture, letting your security team
focus on a subset of overall security needs.

Qs :

* Facilities
 Physical security
» Compute infrastructure

* Network infrastructure

Virtualization layer (EC2)
* Hardened service endpoints
* Rich IAM capabilities

- /
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 Storage infrastructure I

* Network configuration
» Security groups

OS firewalls
» Operating systems

Application security
* Proper service configuration
» AuthN and account management

Authorization policies

"

N
More secure and
compliant systems
than any single entity
could normally achieve
on its own
J
dWws



— Shared Responsibility Model

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

CUSTOMER

RESPONSIBILITY FOR

CEEIRTTY I THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
-Si Ti
ENCRYPTION & DATA INTEGRITY (I?IELi\/SEYF;:E?AEAE:;/RC:: DSTT\) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)
— — — _— - S - - . S - J_— - . ! - . . . —_—
Iso Aws COMPUTE DATABASE NETWORKING

i

RESPONSIBILITY FOR
SECURITY 'OF" THE CLOUD

HARDWARE/AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES EDGE LOCATIONS

aws.amazon.com/compliance/shared-responsibility-model/
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Encryption Data at Transit and Rest

Volume Encryptlon End-to-end SSL/TLS

: | AWS
EBS Encryption Filesystem Tools Marketplace/Partner a
N A
_ _ =
Object Encryption =
s

S3 Server Side S3 SSE w/ Customer Client-Side Encrvotion w
Encryption (SSE) Provided Keys yp

Database Encryption

RDS RDS RDS :
MSSQL ORACLE RDSK':\"A;SQL PostgreSQL ERedSh.'ﬂ a
TDE TDE/HSM KMS ncryption

AWS Whitepaper Securing Data at Rest with Encryption

aws
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AWS Trusted Advisor — Real time guidance @

'

Security configuration checks of your AWS environment:
 Open ports
» Unrestricted access

Cost . Ivestigation
Optimization !\, recommandod
* CloudTrail Logging
B (ot Performance na peoblem
. . ’,-\l U'I‘ \ detectod
« S3 Bucket Permissions ) W | _
. L. -\l 4| g Py X ] Sacurity ! :::xmcndcd
« Multi-factor auth 0o AWS Trusted Advisor
( h\;) 1,1‘,:;:1 Advisor scans your Fault Tolerance ggxmcm
. - AWS infrastructure, compares
« Password Policy e ol s s
-,wm.‘g;t:::th:‘r;&!cc recommmended actions Service limity gg‘ztotc:;cm
. via
« DB Access Risk

Recomendations &

° DNS Records action links
* Load Balancer config

dWS
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AWS Trusted Advisor

Security pownioad & | &5 @

4@ 14 40

1 excluded tems

View All checks El

Security Checks

Q

» @ security Groups - Specific Ports Unrestricted Updated: Dec 22, 2014 6:32 AM |

Checks security groups for rules that allow unrestricted access (0.0 0. 0/0) to specific ports

44 of 124 security group rules aliow unrestricted access to a speclific port

» @ security Groups - Unrestricted Access Updated: Dec 22, 2014624 AM | X | & |

Checks security groups for rules that allow unrestricted access 1o a resource
47 of 124 security group rules have a source |P address with a /0 suffix. 1 items have been excluded

Q

» @ Amazon $3 Bucket Permissions Updated: Dec 22, 2014 6:24 AM | &

Checks buckels in Amazon Simple Storage Service (Amazon S3) thal have open access permissions

aws
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AWS = Datacenter Virtual Tour
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Global compute platform for compute everywhere

Regions
CloudFront PoPs

® Direct Connect
locations

Global Availability

21 Regions
66 Availability Zones

Global Edge Network

166 Points of Presence
110 Direct Connect Locations

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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* Redundant 100GbE network 3 v
« Redundant private capacity Hn <

b ¢

between all Regions except Chin:; )
ode
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Availability Zones

* Fully isolated infrastructure with
one or more datacenters

* Meaningful distance of separation
* Unique power infrastructure
* Many 100Ks of servers at scale

« Data centers connected via fully
redundant and isolated metro fiber

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Anatomy of an AWS Region

Redundant transit centers

2 redundant Transit Centers Highly peered & connected

= I
. ] H-:. R ___//-
ii = - / 1 \\“-. . : \ II
! .':: -.‘I H
niAkEe HeRAeE DEpAr sERma anEAD
Intra-AZ connections — Inter-AZ — Transit Center
connections connections

aws

m—]

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.



One last thing, data sanitization
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!
l | l
» !

rom his '
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AWS Cloud Computing
Assurance Program
Compliance
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AWS Compliance Program
adousd 9001 27001 21017

alliance Wtainnd Copaiselins b mtorasi e Oegemaiine ke vy T evre—y )
Stwrde e [N Yo dmtrires

CSA ISO 9001 ISO 27001 ISO 27017
Cloud Security Global Quality Security Cloud Specific
Alliance Controls Standard Management Controls
Controls

» ety .
Sundanit Counc)

FARTICIFATING ORGANIZATION
PCI DSS Level 1 SOC1 SOC2 SOC3
Payment Card Audit Controls Security, Availability, General Controls
Standards Report & Confidentiality Report

Report

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

27018

L L .

Sumbert resen

ISO 27018
Personal Data
Protection

aws



AWS Compliance Program

C5 [Garmany]
Cyber Essentiais Plus [UK]
DoD SRG

FedRAMP
FIPS
IRAP [Australia)
ISO 9001
ISO 27001
1ISO 2707
ISO 27018
MLPS Level 3 [China]
MTCS [Singapore]
PCIDSS Leavel 1
SEC Rule 17-a-4(f)
SOC1
soc 2
SOC 3

CISPE
DNB [Netherlands]
EU Model Clauses
FERPA
GLBA
HIPAA
HITECH
IRS 1075
ITAR
My Number Act [Japan)]
UK. DPA - 1988
VPAT / Section 508
EU Data Protaction Directive
Privacy Act [Australia)
Privacy Act [New Zealand|
PDPA - 2010 [Malaysia)
PDPA - 2012 [Singapore)
PIPEDA [Canada)
Spanish DPA Authorization

CIS
CJIS
CSA
ENS [Spain]
EU-US Privacy Shleld
FISC
FISMA
G-Cloud [UK]
GxP (FDA CFR 21 Part 11)
ICREA
IT Grundschutz [Germany]
MITA 3.0
MPAA
NIST
PHR
Uptime Institute Tiers

UK Cloud Security Principles



AWS Services in Scope by Compliance

Program

SOC PCl 1SO FedRAMP DoD CCSRG HIPAA BAA

SERVICES
Amazon AP] Gateway
Amazon Athena
Amazon Cloud Directory
Amazon CloudFront
Amazon CloudWatch Logs
Amazon Cognito
Amazon Connect
Amazon DynamoDB
Amazon Elastic Container Registry (ECR)
Amazon Elastic Container Service (ECS) [both Fargate and EC2 launch types]
Amazon ElastiCache
Amazon Elastic Block Store (EBS)

Amazon Elastic Compute Cloud (EC2)

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

IRAP MTCS cs K-ISMS ENS High

/ PROGRAMS $0C1,2,3
v

v

https://aws.amazon.com/compliance/services-in-scope/
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o Arsunn AN Gatewey Servcs Linnd Agraermar

o Argran Oeudfrom Serves Lirsel Agresmen

. VO Service Level Agreeme
e Aman ritn Servee Level Agreement

o Amoron Danabaie Mgiaton Service Lrvel Agreenam
o NS Divoct Conmect Service Lvvel Agroement

o AWS Divestory Servae Servite Lawel Agreestien]

o Amwion Cocamere0 D (with Mongods compatisiity

o Amaron DynsmeDl Servioe Ll Agroement

e Amaron [C2 Serviey Lave S———
o Amaron B35 Se L Agreeriery
. Ami EXS Sery vl Agruere

@ Asggon Buatic Contaner Regatry Sendcs Lived Agesttm
o Ammiun Hentic Losd Sudarcng Servics Lave Agrewmars
e Amaron DastiCache Service Level Agraemet

o Amaton FMR Senice Level Agresment

o Ana1on FSs Service Level AQoesny

Feanem

tral Strage and Quta Tramber Service Laveel Agresviien

dWS
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Highest standards for privacy

Mol

Meet data Encryption at scale Comply with local Access services and tools
residency with keys managed by data privacy laws that enable you to
requirements our AWS Key Management by controlling who b.UIld compliant
Choose an AWS Region Service (KMS) or managing can access content, its infrastructure
and AWS will not replicate your own encryption keys lifecycle, and disposal on top of AWS

with Cloud HSM using
FIPS 140-2 Level 3
validated HSMs

it elsewhere unless you
choose to do so

dWS
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Customers are in control of privacy

= Retain ownership and control of content
= Control which end users have access to content.

= Customer always own their data, the ability to encrypt
It, move it, and delete it

= Choose the specific AWS Region where content will be
hosted

= Control content lifecycle.

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Control access and segregate duties everywhere

You get to control can do in your
AWS environment and from

Fine-grained control of your AWS cloud
with

AWS account
owner

with an existing Active Directory
using federation and Single Sign_on management management management management

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aws.r
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Services Health Dashboard
adws

! SERVICE HEALTH DASHBOARD

Anen ek Sevass + Servee Heat Qwroowt
Cat a parsenaized vew of AWE senice heath

Current Status - sar . 2018 POT

Armggon Wb Senvicosy U moRt p-io-ie- - 00 AT Y 0 T Male bedow. Creck back hare any S to oy

CUTINT BtMeg MATIAON. OF SLOGCIDe 10 0% ASS feed 10 e N9Sed of INEMLEE0NE D 0ach Indhvoldl 3eVoe. ¥ OU e GXDEFINaTg 3 Ma-3ne,

COMMINAl Sae W 080 OF OUE Serviass T (5 NSl ORIcriud Sekow, phaase TIEYT Lo Sy SIEAng on e "Cormct LUn® e 10 Soteret & servics saus
reoon AJ danes and dmes ave Paclic Time (FSTFDTI

NorhAmers | ScumAmerkcs | Ewepe AsaPacitc b froabuad
Mevess Events Detsita nss
& Yo mcent evens

Arranisg Services Detaila )
O A b Bt (N Vageni) Sarecs & Cprang sonTaly 7]
& Anazon AP Gateway (Nertroa] Sarvce & crennng sonmaly @
@ Amazon API Gateway (N Caklomaal Sorve % cporaing nonmarly 2
@  Araasn APt Galeway (N Vgl Satwee i spaeing ronmly [ v]
& Arwazn AP Cudeway (O Sarvce @ cpuasng rormely [
& Anazca AP) Gasewity (Orargent) Sarece s cpenaieg soenatly
O Amazzn AppSaean 20 (N Vegina) Sarvce & oporming rommally (2]
&  Amazon AppSieam 2.0 (vagon| Sarace 't cperying nowmally o
@  Amaaon Avens Momres Sarece 3 cperatng nonTadly ]
O Anaecn Atens (N Vigam) Sarets € CUrALAG oIl [ 9]

https://status.aws.amazon.com/

dWS
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https://status.aws.amazon.com/

Subcontractors

Conformidade Sagu q do Rocurven Naticon recetes Priuacitode

Acesso de terceiros

Acesso de subcontratados

Informames prostivaments ox nossos cllentes caso algum subcontratado tenha soman a dedons de propriedade do cierme carregados para

a AWS, inthindo dados que podem comter nformagbes pessops

Datz de entrada een Vigir: 15 de nuie de 2019

On subcnmratados sitorgados pels AWS 4 acessar todios o dedos de propriedade du cherte que voold cerregow s AWS slo os seguintes:
Nenhum

Pelo manos 30 Glas antes du mtoriasmmes » permitinmos que qualguer wlcontratads stevw qualgum Sado the pragrdade do diente, &

AW stuatizerd seu vite pare iInformar os clientes
Para notificacDes de subproceasadores nos termos do Adendo de processamento de dados da AWS, consulte a oova pagng agul

Cadaatin-se pari sor notBcado de mudancas na livta dessa plgina

https://aws.amazon.com/pt/compliance/third-party-access/

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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ecurity Bulletins

Clous Secarity

Penstraticn Testing  Secarhy

e 1 20 e Convaiin

Latest Bulletins

be nfarmation on a Belletin

ramesied b akng yoor career to the doud? Explore all of our avafable

cb cppartunitins »

Ko matser Sow caretully srgneered the wervioes sre, frem time to Gmw It ey be necessary tn notsy cus:
with AWS services. Wie will pubiish senartty bulleting Below. Yoo can alse suiurite ¢

AORGEnTements.

L]

MNS-2014-001

AWE-3018-001

NS 1018020

MNNS-I08-01%

Dute

February 11, 2009
Jaruary 4, 2013
Decomier 4, 2018
hogent 14, 2018

Ayt & 2008

Tyme

Imeoraet

Impartant

Imgortane

lrrpartant

Mg tans

rmers of wecurity snd jriacy sverss

Subfect

SOrer Setaity laie

J019.5736)

Cubimrnetin Security Sams (CVL-J015- TH2G4 arnt tutseeth jroay
abermates Secunity e ICVE-20161002105]

L1 Termmiraal Fandt S5

thew Lamsistazn aauw

ais Kt vl Lpatates 1 aodress SegenentSmart & Sagmentsmack

https://aws.amazon.com/security/security-bulletins/
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AWS Cloud Computing
Resiliency
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Ascending levels of DR options Hot-Site |

Replicated and
load balanced
environments that

Pilot Light Replicate data and are both actively
services into AWS tak|ng produc“on
Backup & . ready to take over traffic
Rest Replicate data and RPO RTO
estore minimal running RPO RTO @ srin @ osmin
services into AWS, @ virours @ s —1
Backup of on- ready to take over - cosT
premises data to and flare up CO.ST e ® ==
AWS to use in a RPO RTO
DR event ‘ 12 hours . 4 hours
RPO RTO —
-
‘ 24 hours ‘ 24 hours cosT Business continuity Un-interrupted Business
—
— % begins continuity
COST
@ - aws
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Resiliency / Business Continuity / DR

u .

Standard IA  Glacier

AWS Region

South America (Sdo Paulo)

Backup Copies

u :

Standard A Glacier

AWS Region

Asia Pacific (Singapore)

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Backup Copies

aws
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Understanding Durability

L

000
000

Two copies on one site

designed for

99.99%

durability

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Copies on two sites

designed for

99.999%

durability

] :

Standard A~ Glacier

AWS Region

designed for

99.999999999%

durability
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AWS Cloud Computing
Close-out, Next Steps,
and Goodbye




