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Introduction
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AWS Identity & Access 

Management (IAM)

AWS Single Sign-On

AWS Directory Service

Amazon Cognito

AWS Organizations 

AWS Secrets Manager

AWS Resource Access 

Manager

AWS Security Hub

Amazon GuardDuty

AWS Config

AWS CloudTrail

Amazon

CloudWatch

VPC Flow Logs

AWS Systems Manager

AWS Shield

AWS WAF – Web 

application firewall

AWS Firewall Manager

Amazon Inspector

Amazon Virtual Private 

Cloud (VPC)

AWS Key Management 

Service (KMS)

AWS CloudHSM

AWS Certificate Manager

Amazon Macie

Server-Side Encryption

AWS Config Rules

AWS Lambda

Identity
Detective

control

Infrastructure

security

Incident

response

Data

protection

AWS security solutions 
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Infrastructure security
Logging 

& monitoring

Identity & 

access control

Configuration 

& vulnerability 

analysis

Data 

protection

Largest ecosystem 

of security partners and solutions
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Security Overview
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Familiar Security 

Model
Validated and driven by 

customers’ security experts

Benefits 

all customers

PEOPLE & PROCESS

SYSTEM

NETWORK

PHYSICAL

AWS – Security is Job Zero
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Security is a Shared Responsibility 

+ =

• Facilities

• Physical security

• Compute infrastructure

• Storage infrastructure

• Network infrastructure

• Virtualization layer (EC2)

• Hardened service endpoints

• Rich IAM capabilities

• Network configuration

• Security groups

• OS firewalls

• Operating systems

• Application security

• Proper service configuration

• AuthN and account management

• Authorization policies

More secure and 

compliant systems 

than any single entity 

could normally achieve 

on its own

Security expertise is a scarce resource; AWS oversees the big picture, letting your security team 

focus on a subset of overall security needs.
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aws.amazon.com/compliance/shared-responsibility-model/

AWS – Shared Responsibility Model
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Encryption Data at Transit and Rest

EBS

Volume Encryption

EBS Encryption Filesystem Tools
AWS 

Marketplace/Partner

Object Encryption

S3 Server Side 

Encryption (SSE)

S3 SSE w/ Customer 
Provided Keys Client-Side Encryption

Database Encryption

Redshift 

Encryption

RDS 

PostgreSQL 

KMS

RDS MYSQL   

KMS

RDS 

ORACLE 

TDE/HSM

RDS   

MSSQL    

TDE

AWS Whitepaper Securing Data at Rest with Encryption

End-to-end SSL/TLS

3.4



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

AWS Trusted Advisor – Real time guidance

Security configuration checks of your AWS environment:

• Open ports

• Unrestricted access

• CloudTrail Logging

• S3 Bucket Permissions

• Multi-factor auth

• Password Policy

• DB Access Risk

• DNS Records

• Load Balancer config
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AWS Trusted Advisor
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AWS – Datacenter Virtual Tour

https://aws.amazon.com/compliance/data-center/
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Global Availability
21 Regions 

66 Availability  Zones

Global Edge Network 
166 Points of Presence

110 Direct Connect Locations

Global compute platform for compute everywhere 
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• Fully isolated infrastructure with 

one or more datacenters

• Meaningful distance of separation

• Unique power infrastructure

• Many 100Ks of servers at scale

• Data centers connected via fully 

redundant and isolated metro fiber

Availability Zones
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2 redundant Transit Centers Highly peered & connected 

— —

Redundant transit centers
Anatomy of an AWS Region
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From this

To This

One last thing, data sanitization
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Assurance Program

Compliance
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AWS Compliance Program
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AWS Compliance Program 3.3
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AWS Services in Scope by Compliance 

Program

https://aws.amazon.com/compliance/services-in-scope/
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SLA
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Encryption at scale 
with keys managed by 

our AWS Key Management 

Service (KMS) or managing 

your own encryption keys 

with Cloud HSM using 

FIPS 140-2 Level 3 

validated HSMs

Meet data 

residency 

requirements
Choose an AWS Region 

and AWS will not replicate 

it elsewhere unless you 

choose to do so

Access services and tools 

that enable you to 

build compliant 

infrastructure 
on top of AWS

Comply with local 

data privacy laws 
by controlling who 

can access content, its 

lifecycle, and disposal

Highest standards for privacy



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Customers are in control of privacy

 Retain ownership and control of content

 Control which end users have access to content.

 Customer always own their data, the ability to encrypt 

it, move it, and delete it

 Choose the specific AWS Region where content will be 

hosted

 Control content lifecycle.
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You get to control who can do what in your 

AWS environment when and from where

Fine-grained control of your AWS cloud 

with multi-factor authentication

Integrate with an existing Active Directory 

using federation and single sign-on

AWS account 
owner

Network 
management

Security 
management

Server 
management

Storage 
management

Control access and segregate duties everywhere
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Services Health Dashboard

https://status.aws.amazon.com/

https://status.aws.amazon.com/
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Subcontractors

https://aws.amazon.com/pt/compliance/third-party-access/
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Security Bulletins

https://aws.amazon.com/security/security-bulletins/
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Resiliency
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Ascending levels of DR options

Backup & 

Restore

Pilot Light

Warm 

Standby

Hot-Site

Backup of on-

premises data to 

AWS to use in a 

DR event

Replicate data and 

minimal running 

services into AWS, 

ready to take over 

and flare up

Replicate data and 

services into AWS 

ready to take over

Replicated and 

load balanced 

environments that 

are both actively 

taking production 

traffic

RPO

a
RTO

COST

24 hours 24 hours

$

RPO

a
RTO

COST

12 hours 4 hours

$$

RPO

a
RTO

COST

1-4 hours 15 min

$$$

RPO

a
RTO

COST

<15 min 0-5 min

$$$

Business continuity

begins

Un-interrupted Business

continuity
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GlacierStandard IA

AWS Region

Resiliency / Business Continuity / DR

GlacierStandard IA

AWS Region

Backup Copies Backup Copies

South America (São Paulo) Asia Pacific (Singapore)
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designed for 

99.99% 
durability 

Two copies on one site

designed for

99.999%
durability 

Copies on two sites

designed for 

99.999999999% 
durability 

GlacierStandard IA

AWS Region

Understanding Durability
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AWSCloud Computing

Close-out, Next Steps,

and Goodbye


